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UNIT-lI
S.No  |Questions BT | CO
Part —A(Short Answer Questions)
1 Define Physical Penetration Attack. L1 CO2
2 |What is tailgating (piggybacking)? L2 C02
3 |Whatis impersonation? L1 CO2
4 |What is RFID/Card Cloning? L1 co2
5 |Whatis dumpster diving? L2 C02
6 |What s shoulder surfing? L1 Cco2
7 |Whatis a USB drop attack? L1 co2
8 |Why is physical penetration testing important? L2 Cco2
9 |Whatis CCTV surveillance? L2 CO2
10 |What is visitor management? L1 Cco2
11 |Define Insider Attack. L2 Cc0o2
12 |What is a malicious insider? L2 C02
Part— B(Long Answer Questions)

13| a) Explain physical penetration attacks and their common techniques. L3 | co2
b) | Discuss the impact and prevention measures of physical penetration attacks. L4 | CO2

14 | 3) | Explain the importance of physical penetration testing. L3 | CO2
b) | Describe the Physical Penetration Testing Life Cycle. L5 | CO2

15 | @) | Explain the planning and authorization phase of a physical penetration test. L3 | CO2
b) | Discuss the role of risk analysis and reporting in physical penetration testing. L4 | CO2

16 | a) | Explain common ways attackers gain entry into buildings. L4 | CO2
b) | Describe the methods used to defend against physical penetrations. L3 | CO2
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